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Version Infomation

V1.0 Initial version 2012/10/01

V1.1 Add Ultralight Operations 2015/09/08
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1 . Main Feature

YW-401-C-3V RF MODULE is an build-in

o]
O
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A

_ ; UCC GND TSA RSL CS ,7
antenna and ultra-low power consumption reader B D 00 O o O O O .

module. The module is mainly used for applications
that have strict requirements on power consumption
and size, such as smart door locks, handheld device.
The module supports UART TTL and IIC interface,

convenient embedded applications. The main

C3 C2 ci11 c8 C7
B YW-401-C-3V V1.0

characteristics of the module are as follows:

® Frequency: 13.56MHz

® [SO standard: 1SO14443A

® Tags supported: Mifare 1k, Mifare 4k, Mifare UltraLight and so on.
® Auto-detecting tag: Surpport, but Close for default.

® Power: 2.5 ~3.6VDC power supply, I/O pins are S5VDC tolerant

® Interface: UART or IIC (Slect throught PSL Pin, default: UART)
®Baudrate: IIC 400Kbps, UART 19200bps~115200bps(default:19200)

®Current: Work current less than 45mA @3.3V(CS = 0 For work mode),

Power down current less than 10uA (CS = 1 For PownDown)

®antenna : Build-in, operating distance about S0mm
®Dimension : 38%x38%x3 mm

® ISP: Surpport

®(Operating temperature: -25~+70 C

® Storage temperature : -40~+85 C
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2 Interface Description
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Note:
1. The Diameter of four mounting hole is 1.5mm. The user can select a method to
mount the module on the motherboard for PIN or HOLE.
2. All pin spacing distance is 2.54mm.

PIN Define [Table 1] :

1 VCC POWER Power supply: 2.5~3.6VDC

2 GND POWER Ground

TXD/SDA: UART TXD or IIC SDA

3 TSA Output/Input
utput/Inpu Note: Related with PIN PSL for selecting

RXD/SCL: UART RXD or IIC SCL

4 RSL Output/Input
utput/Inpu Note: Related with PIN PSL for selecting

RFID Module, Reader... 5
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cs

Input

Module enable PIN:
CS = LOW (‘0’) Module enable, Work mode
CS = HIGH (“1’) Module disable, Sleep mode

CcD

Output

TAG present flag:
CD = LOW (‘0’) -> TAG present
CD =HIGH (“1’) -> NO Tag

PSL

Input

Port select:
PSL =HIGH (‘1’)-> UART Interface(default)
PSL =LOW (‘0’)-> IIC Interface

ouT

Output

Open-drain output. You can control the pin by
command 0x09.

3 Communication Protocol

€ 3.1 Uart Protocol

The communication protocol is byte oriented. Both sending and receiving bytes
are in hexadecimal format. The communication parameters are as follows:

Baud rate: 9,600 ~ 115,200 bps

Data: 8 bits

Stop: 1 bit

Parity: None

Flow control: None

@ Host to YW-401-C Module:

SOH

LEN

COMMAND

DATA CHECKSUM ETX

0x02

1 Byte

1 Byte

n Bytes 1 Byte 0x03

="SOH: Preamble ,1 byte equal to 0x02

ES"LEN: 1 byte indicating the number of bytes from LEN to Checksum

="COMMAND: 1 byte Command code, see Table 2

“S"DATA: Variable length depends on the command type

5" CHECKSUM: 1 byte XOR of all the bytes from LEN to DATA

RFID Module, Reader...
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ES"ETX: 1 byte for the ending of package

Note: Between LEN to CHECKSUM byte, if the bytes (0x02, 0x03, 0x10)

appeared , you must add a dummy byte 0x10 before them. And the dummy
byte can not be used to calculate CHECKSUM and LEN.

YW-401-C Module to Host:

0x02 1 Byte 1 Byte 1Byte n Bytes 1 Byte 0x03

="SOH: Preamble ,1 byte equal to 0x02

S"LEN: 1 byte indicating the number of bytes from LEN to Checksum
="COMMAND: 1 byte Command code, see Table 2

="STATUS: the result of the command the be excuted. See Table 3
“S"DATA: Variable length depends on the command type
S"CHECKSUM: 1 byte XOR of all the bytes from LEN to DATA

ES"ETX: 1 byte for the ending of package

Note: Between LEN to CHECKSUM byte, if the bytes (0x02, 0x03, 0x10)

appeared , you must add a dummy byte 0x10 before them. And the dummy
byte can not be used to calculate CHECKSUM and LEN.

Exampl/e: 1If you send the command to request card on the antenna area, the

the

COMMAND is equal to 0x10, the DATA is 0x00(request all cards on the area.

SeeTable 4.
Then we will be to send the package to the module, and we will be received what?

>>Host to YW-401-C Module

SOH:
LEN:

COoM

DAT
CHE

0x02,

0x04(=LEN(1Byte)+COMMAND(1 Byte)+Data(1 Byte)+CHECKSUM(1byte))

MAND: 0x10, 0x10 (COMMAND = 0x10, Before 0x02, 0x03, 0x10, you must add
a dummy byte for 0x10)

A: 0x00

CKSUM: 0x14 (LENACOMMAND”DATA=0x04"0x1070x00, not include dummy byte)
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ETX: 0x03
The sending package is-> 02 04 10 10 00 14 03 (hexadecimal)

>>YW-401-C Module to Host

After sending the above package to the module, we receive the answer package:
02 08 10 10 00 4D 56 A2 57 F6 03  (hexadecimal)

We will analyze the packet data.

Stepl: Delete the dummy byte 0x10, we will get the package: 02 08 10 00 4D 56 A2
57 F6 03

Step2: Caculate checksum 08 A1070074D A 567A2 A 57=F6, Checksum is OK
Step3: Split the package

SOH: 0x02

LEN: 0x08

COMMAND: 0x10

STATUS: 0x00, SUCCESS

DATA: 4D 56 A2 57, card serial number

CHECKSUM: F6

ETX: 0x03

Note: About The Uart protocol detail process, please see example code.
£3.2 IIC Protocol

@ Host to YW-401-C Module:

Write: OxAO

1 Byte 1 Byte n Bytes 1Byte
Read: 0xA1l Y Y Y Y

=" ADDRESS (W/R):

Module Address: 0xAO, Writting operation bit0 =0, Then: 0xA0+0x00=0xA0
Module Address: 0xA0, Reading operation bit0 = 1, Then: 0xA0+0x01= 0xAl

ES"LEN: 1 byte indicating the number of bytes from LEN to Checksum
="COMMAND: 1 byte Command code, see Table 2

“S"DATA: Variable length depends on the command type
ES"CHECKSUM: 1 byte XOR of all the bytes from LEN to DATA

@ YW-401-C Module to Host:

RFID Module, Reader... 8
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1 Byte 1 Byte 1Byte n Bytes 1Byte

ES"LEN: 1 byte indicating the number of bytes from LEN to Checksum
="COMMAND: 1 byte Command code, see Table 2

="STATUS: the result of the command the be excuted. See Table 3
“S"DATA: Variable length depends on the command type

5" CHECKSUM: 1 byte XOR of all the bytes from LEN to DATA

£3.3 Switch Interface

The UART TTL and IIC interface are supported by YW-401-c module. Users can
select one from them. The mothod is as follows:
PSL = 1(High), UART Interface(Baudrate default: 19200bps).
PSL = 0(Low), IIC Interface(max rate:400K).

NOTE:
1. PSL switching level must be a minimum of 50ms.
2. The interface default is UART. If you do not want to use the IIC Interface,
the PSL Pin can be floating.

RFID Module, Reader... 9
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4 Command List

&4.1 Command Overview

[ Table 2]
Command Description
0x01 Set Parameters of Module, eg: auto find Tag And antenna ON or OFF
0x02 Set Module to IDLE Mode

0x06 Set IIC Address. Default is 0xAOQ

0x07 Get IIC Address

0x08 Set UART baudrate

0x09 Set 1O Pin output

0x10 Request the Card with [ISO14443 TYPEA

0x11 Read data block of Card with ISO14443 TYPEA ,eg Mifarel K/4K

0x12 Write data block of Card with ISO14443 TYPEA ,eg Mifarel K/4K

0x13 Read multi-block , eg Mifare1 K/4K

0x14 Initialize a value biock, eg Mifare1K/4K

0x15 Read a value block , eg Mifare1 K/4K

0x16 Increase a value block, eg Mifarel K/4K

0x17 Decrease a value block, eg Mifarel K/4K

0x18 Copy a value, eg Mifarel K/4K

0x19 [SO14443A Halt

Ox1A Download the Mifare1K/4K keys to the module to save

0x1B Read a page for Ultra Light

0x1C Write a page for Ultra Light

Reset 1SO14443-4 TYPA CPU, Before it, you must excute 0x10
0x1D
command.

Ox1E Send 1SO14443-4 TYPA CPU COS

RFID Module, Reader... 10
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4.2 Status Overview

[ Table 3]

oswws | peeipion |
0x00 Operationg Successful
0x01 NO Tag appear around the antenna area
0x02 Multi-Card error
0x03 Authorize fail to card
0x04 Read fail
0x05 Write fail
0x06 Parameters err in the Command
0x07 Not value bock error
0x08 Checksum error
0xFE Command not be surpported
0xFF Other errors

RFID Module, Reader... 11
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4.3 Command Table

The informations in the table 4 mainly include the contents: LEN + COMMAND

+ DATA(include status), and do not include the contents for IIC address, SOH,

dummy byte(0x100), CHECKSUM and ETX(0x03) .The details are as follows:

[Table 4] : (Note: CHECKSUM byte can not be listed.)

Function DIR LEN COMMAND DATA (Include STATUS Byte)
System command
DIR LEN | COMMAND DATA(Include STATUS Byte)

Mode(1Byte)

Note:

Antenna status (BIT0) ->

0: turn off antenna
Send 0x04 0x01
1: turn on antenna
Set Module )
1 Auto-find Tag (BIT1) ->
Parameter - -
0: turn off auto-finding
1: turn on auto-finding
Correct
0x04 0x01 0x00(status 1Byte)
response
Error
0x04 0x01 Error status(1Byte)
response
DIR LEN COMMAND DATA(Include STATUS Byte)

Note:

1. In the IDLE mode, power consumption is
about <5ma. But to enter the ultra-low-power
mode through the module CS pin control,

S Send 0x03 0x02 power consumption is about 10ua in
et
power-down mode.
2 IDLE X .
2. If you have entered into IDLE Mode, you can
Mode .
wake up through sending every commands to
module.
Correct
0x04 0x02 0x00(status 1Byte))
response
Error
0x04 0x02 Error status(1Byte)
response
3 Set IIC DIR LEN COMMAND DATA(Include STATUS Byte)

RFID Module, Reader...
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Address IIC Address(1 Byte)
Note:
The IIC address Bit0) of modules must be
Send 0x04 0x06 zero, that is the address of the module must be
an even number. The default module address
0xAOQ. Bit0 is mainly used to distinguish between
read and write operations on the module.
Correct
0x04 0x06 0x00(status 1Byte)
response
Error
0x04 0x06 Error status(1Byte)
response
DIR LEN COMMAND DATA(Include STATUS Byte)
Send 0x03 0x07
4 Get 11C Correct 0x05 0x07 0X00 ( 1Byte)+IIC Address(1 Byte)
X X status 1Byte)+ ress yte
Address response
Error
0x04 0x07 Error status(1Byte)
response
DIR LEN COMMAND DATA(Include STATUS Byte)
Baudrate(1 Byte)
Baudrate->
0x00->9600
Send 0x04 0x08 0x01->19200
Set UART
0x02->38400
5 Baudrate
0x03->57600
0x04->115200
Correct
0x04 0x08 0X00 (status 1Byte)
response
Error
0x04 0x08 Error status(1Byte)
Response
DIR LEN COMMAND DATA(Include STATUS Byte)
OutputLevel(1 Byte)
0x00-> low
0x01->High
Send 0x04 0x09 Note:
I
Set10 The 10 PIN(output) is open-drain mode. If you
6 tput .
outp want to output high, please add a pull-up resistor on
io pin.
Correct
0x04 0x09 0X00 (status 1Byte)
response
Error
0x04 0x09 Error status(1Byte)
Response

IS0 14443 Type A( Mifare 1k/4k)

RFID Module, Reader...

13




YW-401-C-3v User Manual

http://www.youwoRfid.com

DIR LEN COMMAND DATA(Include STATUS Byte)
Mode(1Byte)
Send 0x04 0x10 0x00->WUPA(request all card on the antenna)
Request 0x01-> REQA(request not halting card)
7
Card Correct 0x10 0x00(status | 4, 7 or 10 byte card serial number +
n X
response 1Byte) ATQA(2 Byte) + SAK(1Byte)
Error
0x04 0x10 Error status(1Byte)
response
DIR LEN COMMAND DATA(Include STATUS Byte)
KeySet(1Byte)+BlockNO(1Byte)+Key(6Bytes)
Note:
1. KeySet(1Byte):
Select Key Type (BIT0)-> 0: A Key
1: B Key
Select Key(BIT1)->
0: using the key in the command(Key(6Bytes))
1: using the downloaded by command Ox1a
Key NO.(BIT2~BIT?7)->0~31(if using the
downloaded KEY, then the NO. is  the key index.)
Send 0x0B 0x11
»¢ BIT1=0, using the KEY of current command,
8 | Read block . .
2 BIT1 =1, Using the Downloaded Key by
COMMAND 0x1A, and the key index is assigned
by BIT2~BIT7.
2.Key(6Byte):
Only the BIT1 of KeySet is set to 0, then the
Key only will be used to authenticate the card,
otherwise the key content will be written for full 0
to show the content is unrelated.
Correct
0x14 0x11 0x00(status 1Byte) | Card block datas(16Bytes)
response
Error
0x04 0x11 Error status(1Byte)
response
DIR LEN COMMAND DATA(Include STATUS Byte)
KeySet(1Byte)+BlockNO(1Byte)+Key (6Bytes)
+ Data(16Bytes)
. Send 0x1B 0x12 Note:
9 | Write block ‘
KeySet(1Byte)(Please refer to COMMAND
0x11 description.)
Correct
0x04 0x12 0x00(status 1Byte)
response

RFID Module, Reader...
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Error
0x04 0x12 Error status(1Byte)
response
DIR LEN COMMAND DATA(Include STATUS Byte)
KeySet (1Byte)+ Start BlockNO(1Byte) + Block
number(1B) +Key (6Bytes)
Note:
Send 0x0B 0x13 1.  KeySet(1Byte)(Please refer to COMMAND
Read 0x11 description.)
10
multi-blocks 2. All bock must be in the same sector.
3. It can read max 4 blocks at once.
Correct 0x4+ Data (16 x BlockNumber
0x13 0x00(status 1Byte)
response n Bytes)
Error
0x04 0x13 Error status(1Byte)
response
DIR LEN COMMAND DATA(Include STATUS Byte)
KeySet(1Byte)+BlockNO(1Byte)+Key (6Bytes)
+Intial Value(4Bytes,LSB)
Send 0x0F 0x14 Note:
11 Intialize a KeySet(1Byte)(Please refer to COMMAND 0x11
value block description.)
Correct
0x04 0x14 0x00(status 1Byte)
response
Error
0x04 0x14 Error status(1Byte)
response
DIR LEN COMMAND DATA(Include STATUS Byte)
KeySet(1Byte)+BlockNO(1Byte)+Key (6Bytes)
Note:
Send 0x0B 0x15
KeySet(1Byte)(Please refer to COMMAND 0x11
Read a o
12 description.)
value block
Correct Purse Value(4 byte LSB
0x08 0x15 0x00(status 1Byte)
response first)
Error
0x04 0x15 Error status(1Byte)
response
DIR LEN COMMAND DATA(Include STATUS Byte)
KeySet(1Byte)+BlockNO(1Byte)+Key (6Bytes)
+Value(4Bytes,LSB first)
Send 0x0F 0x16 Note:
13 Increase a KeySet(1Byte)(Please refer to COMMAND 0x11
value block description.)
Correct
0x04 0x16 0x00(status 1Byte)
response
Error
0x04 0x16 Error status(1Byte)
response

RFID Module, Reader...
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DIR LEN COMMAND DATA(Include STATUS Byte)
KeySet(1Byte)+BlockNO(1Byte)+Key (6Bytes)
+Value(4Bytes,LSB first)

Send 0xOF 0x17 Note:

1 Decrease a KeySet(1Byte)(Please refer to COMMAND 0x11
value block description.)

Correct
0x04 0x17 0x00(status 1Byte)

response

Error

0x04 0x17 Error status(1Byte)

response

DIR LEN COMMAND DATA(Include STATUS Byte)
KeySet(1Byte)+ Source BlockNO (1Byte)+
Destination BlockNO(1Byte)+Key(6Byte)

Note:
Send 0x0C 0x18
1. KeySet(1Byte)(Please refer to COMMAND
Copy a -
15 0x11 description.)
Value block ,
2. The two blockno must be in the same sector.
Correct
0x04 0x18 0x00(status 1Byte)
response
Error
0x04 0x18 Error status(1Byte)
response
DIR LEN COMMAND DATA(Include STATUS Byte)
Send 0x03 0x19
Correct
16 Halt card 0x04 0x19 0x00(status 1Byte)
response
Error
0x04 0x19 Error status(1Byte)
response

DIR LEN COMMAND DATA(Include STATUS Byte)
Keylndex (1Byte, 0~31) +Key (6Bytes)
Note:

Download the Mifare 1K/4K card key to module.

Send 0x0A Ox1A
There are 32 key memory spaces in the module that

Download -
17 K can storage 32 different keys. The Key can not be
€
y read, So it could provide more security.
Correct
0x04 Ox1A 0x00(status 1Byte)
response
Error
0x04 Ox1A Error status(1Byte)
Response
DIR LEN COMMAND DATA(Include STATUS Byte)
Send 0x04 0x1B Block address (1Byte)
Read
18 . Correct
Ultra Light 0x08 0x1B 0x00(status 1Byte) + Block datas (4Bytes)
response
Error 0x04 0x1B Error status(1Byte)

RFID Module, Reader...
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Response
DIR LEN COMMAND DATA(Include STATUS Byte)
Send 0x08 0x1C Block address (1Byte) + Block datas (4Bytes)
Write Correct
19 . 0x04 0x1C 0x00(status 1Byte)
Ultra Light | response
Error
0x04 0x1C Error status(1Byte)
Response
DIR LEN COMMAND DATA(Include STATUS Byte)
Note:
Reset Send 0x03 0x1B 1. Before excuting the command, you must use the
20 1SO14443-4 0x10 command to request the TYPEA card.
CPU Card Correct | 0x04
0x1B 0x00(status 1Byte) | Reset Infomation (n)
for TypeA response | +n
Error
0x04 0x1B Error status(1Byte)
response
DIR LEN COMMAND DATA(Include STATUS Byte)
Send COS
0x03
Command Send n 0x1C COS(nBytes)
n
to
21 Correct | 0x04
1S014443-4 0x1C 0x00(status 1Byte) | Return Data(n Bytes)
response +n
TYPEA
Error
CPU Card 0x04 0x1C Error status(1Byte)
response

5 Command Example

NOTE:
1. The example is for uart protocol.

3\

5.1. Set Module Parameter
Send: 0204 01000503 (Turn off antenna)
Receive: 02 04 01 0005 03
Send: 0204 010104 03 (Turn on antenna)
Receive: 02 04 01 0005 03

5.2. Set IDLE Mode
Send: 021003 10020103

Receive: 02 04 10 02 00 06 03

5.3. Slect Mifare Card

2. The red data is a dummy byte. It can not be used to calculate CHECKSUM
and LEN.
The Italic data is returning DATA.

RFID Module, Reader...
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Send: 0204 101000 1403
Receive: 02 0B 101000 EC 19 158404 00 08 73 03

5.4. Read a data block
Send: 02 0B 11 00 3E FF FF FF FF FF FF 24 03
Receive: 02 14 11 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 000004 03

5.5. Write a data block
Send: 02 1B 12 00 3E FF FF FF FF FF FF 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 36 03
Receive: 0204 12 00 16 03

5.6. Read multi-block

Send: 02 0B 13 00 01 FF FF FF FF FF FF 19 03

Receive: 02 44 13 00 D3 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000 000000
0000000000000000000000000000000000000000000000000000000000FFO07 80
69 FF FF FF FF FF FF 95 03

5.7. Initialize a value block
Send: 02 OF 14 00 3D FF FF FF FF FF FF 01 00 00 00 27 03
Receive: 0204 140010 1003

5.8. Read a value block
Send: 02 0B 1500 3D FF FF FF FF FF FF 23 03
Receive: 02 08 1500 10 02 00 00 00 1F 03

5.9. Increment value
Send: 02 OF 16 00 3D FF FF FF FF FF FF 01 00 00 00 25 03
Receive: 0204 16 0012 03

5.10. Decrement value
Send: 02 0F 17 00 3D FF FF FF FF FF FF 01 00 00 00 24 03
Receive: 0204170013 03

5.11. Copy value
1. Initialize a value block Pursel
Send: 02 OF 14 00 3D FF FF FF FF FF FF 01 00 00 00 27 03
Receive: 0204 1400101003

2. Initialize a value block Purse2
Send: 02 OF 14 00 3C FF FF FF FF FF FF 05 00 00 00 22 03
Receive: 02 04 14 0010 1003

3. Copy Pursel to Purse2
Send: 02 0C 18 00 3D 3C FF FF FF FF FF FF 15 03

RFID Module, Reader... 18
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Receive: 02 04 18 00 1C03

4. Read a value block
Send: 02 0B 1500 3C FF FF FF FF FF FF 22 03
Receive: 02 08 15 00 FF 04 00 00 E6 03

5.12. Halt Card
Send: 021003 191A03
Receive: 02041900 1D 03

5.13. Download Key to Module
Send: 02 OA 1A 00 FF FF FF FF FF FF 10 10 03
Receive: 02 OA 1A 00 FF FF FF FF FF FF 10 10 03

6 How to order

Need to order or ask for code examples, please contact us through our website or by
phone.

BeiJing YOU WO Technology Co.,Ltd

Web:  http://www.youwokeji.com.cn

Tel: 010-59395668

Phone: 13671114914, 13691531038, 18910685939
Email: Coodor@126.com

RFID Module, Reader... 19



